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(version 2007 or newer) skills. Below is a list of 
commonly asked questions specific to this template.  
If you are using an older version of PowerPoint some 
template features may not work properly. 
 

Using the template 
 

Verifying the quality of your graphics 
Go to the VIEW menu and click on ZOOM to set your 
preferred magnification. This template is at 100% 
the size of the final poster. All text and graphics will 
be printed at 100% their size. To see what your 
poster will look like when printed, set the zoom to 
100% and evaluate the quality of all your graphics 
before you submit your poster for printing. 
 
Using the placeholders 
To add text to this template click inside a 
placeholder and type in or paste your text. To move 
a placeholder, click on it once (to select it), place 
your cursor on its frame and your cursor will change 
to this symbol:         Then, click once and drag it to 
its new location where you can resize it as needed. 
Additional placeholders can be found on the left 
side of this template. 
 
Modifying the layout 
This template has four 
different column layouts.  
Right-click your mouse 
on the background and  
click on “Layout” to see  
the layout options. 
The columns in the provided layouts are fixed and 
cannot be moved but advanced users can modify any 
layout by going to VIEW and then SLIDE MASTER. 
 
Importing text and graphics from external sources 
TEXT: Paste or type your text into a pre-existing 
placeholder or drag in a new placeholder from the 
left side of the template. Move it anywhere as 
needed. 
PHOTOS: Drag in a picture placeholder, size it first, 
click in it and insert a photo from the menu. 
TABLES: You can copy and paste a table from an 
external document onto this poster template. To 
adjust  the way the text fits within the cells of a 
table that has been pasted, right-click on the table, 
click FORMAT SHAPE  then click on TEXT BOX and 
change the INTERNAL MARGIN values to 0.25 
 
Modifying the color scheme 
To change the color scheme of this template go to 
the “Design” menu and click on “Colors”. You can 
choose from the provide color combinations or you 
can create your own. 
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This PowerPoint 2007 template produces a 36”x48” 
professional  poster. It will save you valuable time 
placing titles, subtitles, text, and graphics.  
 
Use it to create your presentation. Then send it to 
PosterPresentations.com for premium quality, same 
day affordable printing. 
 
We provide a series of online tutorials that will 
guide you through the poster design process and 
answer your poster production questions.  
 
View our online tutorials at: 
 http://bit.ly/Poster_creation_help  
(copy and paste the link into your web browser). 
 
For assistance and to order your printed poster call 
PosterPresentations.com at 1.866.649.3004 
 
 

Object Placeholders 
 

Use the placeholders provided below to add new 
elements to your poster: Drag a placeholder onto 
the poster area, size it, and click it to edit. 
 
Section Header placeholder 
Move this preformatted section header placeholder 
to the poster area to add another section header. 
Use section headers to separate topics or concepts 
within your presentation.  
 
 
 
Text placeholder 
Move this preformatted text placeholder to the 
poster to add a new body of text. 
 
 
 
 
Picture placeholder 
Move this graphic placeholder onto your poster, size 
it first, and then click it to add a picture to the 
poster. 
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•  The tags contain the identifying information corresponding to their 

corresponding object which is sent to the reader, which in turn is 

connected to the back-end server 

•  The connection between the reader(s) and the backend server is 

generally considered secure 

•  The communication between the tag(s) and the reader(s) takes place on a 

wireless channel which is considered insecure due to its susceptibility to 

various types of malicious attacks raising privacy and security concerns 

•  Tags have access to limited computational resources and therefore 

lightweight security solutions – Authentication Protocols – should be 

considered to provide adequate security 

•  In this research project, four lightweight protocols are simulated and 

studied with respect to their workings and security issues/

performance – two of these protocols rely on one-way hash functions 

while the other two make use of bitwise logic operations and/or 

matrix operations 

INTRODUCTION	
Protocol 1: 
•  This protocol was proposed by Muwanguzi and Biermann 
•  It is based on Hopper and Blum’s HB protocol 
•  Requires minimal computation power and is therefore suitable for low-

cost RFID tags 
•  Makes use of bitwise operations such as XOR and AND 
•  The protocols uses the idea of randomness in its computation involving 

authentication, combined with the reliance of one secret number on 
another, which makes it resistant to many types of malicious attacks 
including man-in-the-middle attacks, eavesdropping, spoofing, cloning, 
tracking, and unauthorized tag disabling 

•  Notation: 
•  a: 32-bit Random Number on Reader side 
•  b: 32-bit Random Number on Tag side 
•  x / y: 64-bit secret key on Tag/Server side 

  
 
 
 
 
 
 
 
 
 

PROTOCOLS	 SIMULATION	PROGRAM	

CONCLUSION	

Each of the RFID Authentication Protocols studied in this research project 

have their strengths and weaknesses. Some of these strengths and 

weaknesses have been discussed and outlined based on literature review. In 

order to determine the ideal choice of protocol for a given application, one 

must consider these pros and cons in relevance to the level of security 

required by the specific application and any applicable technical 

limitations for which it is planning to be used. As a note of further study, 

the simulation program created for this research project may be 

implemented as a web application so that it can be accessed via the 

Internet.  
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Figure 3: Enhanced OHLCAP protocol by Ha et al 
	

Figure 2: The protocol proposed by Muwanguzi and Biermann 

As part of this research project, a simulation program has been created to 

demonstrate the communication taking place in each of the protocols 

studied. The application has been programmed using the C# programming 

language and features a user-friendly Graphical User Interface (GUI) 

which can be run on a PC. 
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 Protocol 4: 
•  OHLCAP (enhanced): Originally proposed by Choi et al. Enhanced by 

Ha et al. 
•  Lightweight protocol utilizes one-way hash functions in combination 

with bitwise logic operations 
•  Any lightweight hash function may be used to implement this protocol 

and facilitate authentication 
•  Similar to LCAP the protocol aims for mutual authentication 
•  Freshness of the shared secret may not be guaranteed as the ID is not 

updated regularly and is therefore static, making the enhanced version 
fall short in comparison to the original LCAP protocol 

•  Notation: 
•  NR, NT: Nonce generated by Reader and Tag, respectively 
•  H: One-way hash function 
•  HL, HR: Left and Right halves of computed hash values 
•  ID,K: secret values shared with Tag and Reader 

•  RFID (Radio Frequency Identification) technology has gained 

popularity in recent years due to the decreasing manufacturing cost of 

tags combined with its ease of communication - does not require line-

of-sight scanning or physical contact 

•  Two major types of tags: passive and active – passive tags are more 

popular due to lower cost but have a shorter communication range and 

limited processing power 

•  A typical RFID infrastructure contains of RFID tags, readers, and 

backend server(s) 

•  Each RFID tag provides a unique identification number  

Figure 1: Diagram depicting a RFID ecosystem containing the backend 
server, reader, and tag 

Figure 4: Screenshot of the RFID Authentication 
Protocol Simulation Program 

This program contains two separate parts : server and client. The server 

side of the application corresponds to the reader in the RFID ecosystem, 

whereas the client corresponds to the tag. 

The program utilizes socket programming to implement the server and 

client programs. Socket programming allows for communication between 

the two entities in order to simulate the exchange of messages/information 

between the reader and the tag. 

•  Server/ Reader program:  

•  Allocates a dedicated port on the local machine for 

communication with client/tag program 

•  Runs in an infinite loop until closed by the user 

•  Accepts connection from client/tag and executes the code 

corresponding to the chosen protocol 

•  The Server/Reader program utilizes the SHA1 hash 

function to implement the hash based protocols 

•  Client/Tag program: 

•  Establishes connection with Server/Reader 

•  Sends identifier to Server/Reader program to denote the 

chosen protocol then runs the code for the corresponding 

protocol 

•  Performs a run-through of communication needed for 

authentication according to the respective protocol 

Figure 5: Screenshot of the Server/Reader program 

Figure 4: Screenshots of the RFID Authentication Protocol Simulation – 
Client/Tag program 


