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The Internet Data Communication and Security.             
	#
	         Topic
	                                                  Content

	 1
	                 Introduction
	The history of the Internet. 

 Key Web Concept 

	2
	Networks and how they work
	Local Area Networks and Wide Area Networks.

Principles of Internetworking.

Communication Models

Client-Server Model

HW&SW Requirement for a Client

HW&SW Requirements for a Server

	3
	The Internet Protocols
	TCP/IP

UDP/IP

IPv6

	4
	Control of the Internet
	ICMP- Internet Control Massage Protocol,  

SNMP- Simple Network Management Protocol

	5
	Connection to the Internet
	LAN, Modems, ISDN, DSL

	6
	The Internet Applications
	WWW, HTTP

E-Mail, SMTP/MIME

Telnet

FTP

	7
	Internet and Web Security
	Cryptographic Principles

Public-Key Cryptography.

Authentication. 

Authentication Protocols

Basic Security Measures and Techniques

Encryption.

IP Security.  

SSL

Running a Web Server in a Network with a Firewall


